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Group 1
Technical Networking Specification
Infrastructure Network in School

u. Total
ary Price price

1.1

Structured Cable .Netﬁork

- Network parts must have a valid Palestinian PSi certificate. RJ45 Termination must be
using standard A. Cable management, labeling and certification for perm. Channel with |
. fluke analyzer Test is a must.All brand iterns must have 1SO2001 and top ten Gartner
2022 for switch and access point items. i

Structured Cable: Brand name Cat 7 SFTP (Tinned copper braid Shieded) for
Computers, |P Cameras & Projectors

Work Area: Brand name Cat 6A minimum RJ45 female connector, 360° shielded.
Patch Panel: 19" Rack, 1U, 24 port CAT 6A fully populated, Toolless RJ45 female
connector must be same as RJ45 female connector used in work area. 137

1U 19" Rack Horizontal cable manager (Air patch panel) Brush type or fingure type
Cat 6A Patch Cord, flex type (stranded copper), SFTP construction.
Cat 6A Patch Cord, flex type (stranded copper), SFTP construction.

All above items must have Palestinian PS! certificate and same Brand

Toolless RJ45 Female must not show any Possibiblity of short Circuit when installed or Reused .

1.2 Remaovable side panels with latch lock

i Distribution Rack Cahinet

10 U Size wall mount rack cabinet
Adjaustable 2 Pair 19" mounting rails_1.5mm thickness, 1.1 mm sheet thickness.
Front smoked glass door with keylock

Adjustable square rails 9
Top and buttom cable entries

10U, 19", Rack Mount Power Strip PDU with Surge protection and led indicator, 6 IL
standard Outlet and blug.

Single fan roof-mounted kit with thermostate
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Depth 550 mm as Min

|BrandName POE Switch

Fully Managed

IEEE 802.3at,IEEE 802.3af
24 x PoE+ 10/100/1000 Mbps Ports, 4xSFP/SFP+ Modular (not populated with SFPs) 10
Supports PoE + power up to 15.4W for each PoE+ port
Latency < 4us

Switching Capacity : 128 Gbps as Min

VLANs Supported : 4000 As Min
Total PoE+ Power Budget 370 W as Min

Rack Mount

Support: Jumbo Frames, Auto-negotiation for Port Speed and Duplex,Multiple
Spanning Tree Protocol (MSTP)

Support :Telnet / SSH , HTTP / HTTPS , SNMP v1/v2c/v3, Standard CLI and Web
GUI,Cloud management

Unicast/Multicast traffic balance over trunking port
Should be the same brand of Access Point.

End of Sale must be 5 years as minimum ( the bidder must disclose the EOS for the
device)

Warranty : Life time warranty with support after sale min 5 Years

Well Known Brandname Access Points With Heat Map for Each
Site

One 10/100/1000 Mbps Ethernet Port(RJ45) autosensing
PoE Power Requirements 802, 3af

Data Rates Supported:aggregate throughput 1.7 Gbps As Min for two radios :570Mbps
for 2.4GHz as Min ,1.2Gbps for 5GHZas Min

Bands: (2.4 GHz+ 5 GHz) AX (simultaneous dual band)

Antenna: Internal integrated support MU- MIMO technology with 20 dBm Power per
Anntena as Min

Remote Management Pratocol: HTTP, HTTPS
Data Encryption WPA f WPA2 { WPA3 With AES support
Status Indicators: Power, LAN, wireless

50

Concurrent Connection : 256 Per Radio as Min

Wall and Ceiling Mount Kit

Fully Centralized Cloud Management Supports

Support Multi SSID :16 SSID as Min

Warranty :3 years includes after sale support

Data Link Protocol: IEEE 802.11AX

Network / Transport Protocol: DHCP, Bonjour Client Support

Authentication Method:Support RADIUS, EAP

Features: DHCP support, load balancing, VLAN suppon, Syslog support, E-mail alert,
firmware upgradable, wall mountable, Quality of Service (Qo8), RADIUS support

| Perpetual Fully Centralized management license {Cloud or on Primse )

e, P — ORI S

The number of client devices connected in real-time
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1.6

COMPLETE APP VISIBILITY AND CONTROL

Multi-site management {devices must not be limitted for any site )

Bandwidth limits

Wired and wireless access control list

Quality of service for audio and video

Map Display

Reporting

Multitenancy:a global Ministry account, that shows all the Branches under it,
and then, for each branch we will see all schools related to this branch.
Moreover, each Branch must have an account to controll all schools assosiated
with.

Firmware update
(Plastic Box |

Suitable size to enclose the Access Point

SETFENS
L
i

Theft and tamper proof box

Made of hard plastic (PVC)

Clear and lockable cover/door

Group%ﬁ

ST

date Introductionflaunch Not before 2020

2 | General type Desktop A3
3 | Technology Digital Laser, Mono Component
4 | Resolution 600 x 600 dpi min,

5 | Speed mono simplex A4 [[40] CPM as Min

Paper Standard
2X500 Sheet universal Cassette

6 | :Cassette 3

7 | range Zoom 25 - 400 in 1 % steps

8 | Continuous copy 1 -999

9 | Duplexing Built-In Duplex Unit

10 ! Interface 1 Gbps Ethernet, USB 2.0 or|Higher

11 | Display 10" TouchScreen As min

12 | Memory _ 1024 MB+ 30 GB HDD Min.
N & T WA VY
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13 Included & Same Brand
14 | Feeder Reversing Automatic Document
15 | Scanner Kit color and monochrome - Digital send - 50PPM Speed
Warranty Pre service warranty contract includes consumables
16 5 years or 75000 copy whichever comes first
Group 3
. __ BrandName Desktop Computer QTY | U.Price$ | Total$ |
[No. Group (3) Spec.
Intel Core |5 Processor 12th generation up to 4.6
1 | CPU
GHz
2 | Form Factor Tower \ Mini Tower
3 | External Cache | 18 MB Smart Cache as Min
16 GB DDR4-3200 or higher SDRAM DIMM Memory
4 | Memory {1PC Installed) -at least 2-DIMM available -
Upgradable to 64 GB
5 | Main board Intet Q670 or Higher
6 | Video Card Built in
7 | Hard Drive 500GB M.2 NVMe Value Solid State Drive
21" Size as Min FHD LED Monitor as Min with HDMI
. or Display cable needed to connect PC to Monitor (
8 | Monitor HDMI) without convert
PC & Monitor should be the same brand
Integrated 10 base-T /100base-TX /1000 LAN
9 [ Network Card Interfacet Network Connection
10 | Sound Card Integrated 3D Audio , with line in , line out , Mic ports .
- 11 | Inputs Optical Wheel Mouse , Keyboard Enhanced /A/E
Free DOS
12 | OS —
Installed Software as beneficiary Needs
13 | warranty 3 years ( Full Warranty:3.3.3 ) On Site
| No Group (4) Network MF Laser Printer Taty [upricas | Total $
 No. 41
Functions printing, scanning, copying, faxing
- | Automatic Document Feeder | standard 30 minimum sheets
- | Input Capacity, Std. Up to 250 sheets {min) 5
- | Connectivity Ethernet 10Base-T/100Base-TX/1000Base-T
The Printer
B o | N 1YY




- | Memory 512 MB standard as Min
- | Print Speed 30 ppm min to 40 ppm Max
- | Print Quality 600 dpi
The Scanner '
- | Type Flatbed
- | Resolution 600 dpi
The Fax
- | Transmission Speed 3 sec per page
- | Fax Memory 200 pages
- | The Copier
- | Copy Speed 20 PPM as Min
- | Warranty Ica)gosrlte One year as min. including parts and
’ . tem(4:2)7, . | StandardTonerCartrige '/ =
, . should include consumables (4500) page
- | Printer price Min starting+extra ( ) pa >

Size 657 in min

Resolution K (UHD) as min4
Brightness 350 nits (Typ.) as min
Ratio Contrast 1200:1 (Typ.) as min
Technology Touch IR Technology

Point Touch 4 points touch as min

as min HDMI 2,0 x 2
VGA: 1 [RGB 3
Audio: PC audio in (3.5 mm)*]
USB 2.0 x 2 as min

input
OPS Slot x 1

Internal Microphone included

Micx 1

as min 1 x RJ45 port
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Wi-Fi Connectivity

Port for Touch USB

X1 as min

min HDMI x ] as

QOutput

Audio: 3.5mm Earphone Qut *1,
Speaker 8 W x 2 as min

G as ming
Internal Memory

(Built—in)

Protection Screen

Anti—-glare, Tempered glass , Anti-Scratchable

Software Educational -

eallow users to share screens

.elncludes math tools

. whiteboard sEmbedded browser without leaving the
«Multi touch

.sSupport all operating systems

sHave windows , Android m 10S version

eTraining 5 hours included

eMin 3 years license

Accessories /Package

o2 Pen included
e HDMI Cable 3M

for Touch 3M USB Cable »

mount with installation included Walil »

Warranty

Year on site 3
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Technical Networking Specification

ﬁ 15 -02- 2004
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# | Groupl ary
i Structured Cable Network
' Network parts must have a valid Palestinian P8I certificate. RJ45 Termination must be using
| standard A. Cable management, labeling and certification for perm. Channel with fluke analyzer
| Test is a must.All brand items must have 1SO9001 and top ten Gartner 2022 for switch and access
j point tems.
Structured Cable: Brand name Cat 7 SFTP {Tinned copper braid Shieded) for Computers, IP
w Cameras & Projectors
Work Area: Brand name Cat 6A minimum RJ45 female connector, 360° shielded.
Patch Panel: 19" Rack, 1U, 24 port CAT 6A fully populated, Toolless RJ45 female connector must
be same as RJ45 female connector used in work area. 137
1U 19" Rack Horizontal cable manager (Air patch panel) Brush type or fingure type
Cat 6A Patch Cord, flex type (stranded copper), SFTP construction.
Cat 6A Patch Cord, flex type (stranded copper}, SFTP construction.
All above items must have Palestinian PS| certificate and same Brand
Toolless RI45 Female must not show any P055|b|bllty of short Circuit when mstalled or Reused
Distribution Rack Cabinet -
10 U Size wall mount rack cabinet
Adjaustable 2 Pair 19" mounting rails 1.5mm thickness, 1.1 mm sheet thickness.
Front smoked glass door with keylock
Removable side panels with latch lock
12 [ Adjustable square rails 9
Top and buttom cable entries
1U, 19", Rack Mount Power Strip PDU with Surge protection and led indicator, 6 IL standard
Outlet and blug.
Single fan roof-mounted kit with thermostate
Depth 550 mm as Min
'BrandName POE Switch
.3 |_Fully Managed
IEEE 802.3at,IEEE 802.3af 10
24 x PoE+ 10/100/1000 Mbps Ports, 4xSFP/SFP+ Modular (not populated with SFPs)
N L
AnHD iy




Supports PoE + power up to 15.4W for each PoE+ port

Latency < 4us

Switching Capacity : 128 Gbps as Min

VI_ANs Supported : 4000 As Min

Total PoE+ Power Budget 370 W as Min

Rack Mount

Support: Jumbo Frames, Auto-negotiation for Port Speed and Duplex,Multiple Spanning Tree
Protocol (MSTP)

Support :Telnet / SSH , HTTP / HTTPS , SNMP v1/v2c/v3, Standard CLI and Web GUI,Cloud
management

Unicast/Multicast traffic balance over trunking port

Should be the same brand of Access Point.

End of Sale must be 5 years as minimum ( the bidder must disclose the EOS for the device)

Warranty . Life time warranty with support after sale min 5 Years

" Well Known Brandname Access Points With Heat Map for Each Site

One 10/100/1000 Mbps Ethernet Port{RJ45) autosensing

PoE Power Requirements 802, 3af

Data Rates Supported:aggregate throughput 1.7 Gbps As Min for two radios :570Mbps for 2.4GHz
as Min ,1.2Gbps for 5GHZas Min

Bands: (2.4 GHz+ 5 GHz) AX {simultaneous dual band)

Antenna: |nternal integrated support MU- MIMO technology with 20 dBm Power per Anntena as
Min

Remote Management Protocol: HTTP, HTTPS

Data Encryption WPA f WPA2 I WPA3 With AES support

Status Indicators: Power, LAN, wireless

Concurrent Connection : 256 Per Radio as Min

Wall and Ceiling Mount Kit

Fully Centralized Cloud Management Supports .

Support Multi SSID :16 SSID as Min

Warranty :3 years includes after sale support

Data Link Protocol: IEEE 802.11AX

Network / Transport Protocal; DHCP, Bonjour Client Support

Authentication Method:Support RADIUS,EAP

Features: DHCP support, load balancing, VLAN support, Syslog support, E-mail alert, firmware

50

upgradable, wall mountable, Quality of Service (QoS), RADIUS support
e - Perpétual Fully Centralized management license (Cloud or on Primse )

15

The number of client devices connected in real-time

COMPLETE APP VISIBILITY AND CONTROL

Multi-site management {devices must not be limitted for any site )

Bandwidth limits

Wired and wireless access control list

Quality of service for audio and video

Map Display

e o § S P

apigy

B 26 o o

alad p jgkd drtad Bt
AR b Ot § s




Reporting

Multitenancy:a gtobal Ministry account, that shows all the Branches under it, and then,
for each branch we will see all schools related to this branch. Moreover, each Branch must

have an account to controll all schools assosiated with.

Suitable size to enclose the Access Paoint

16

Theft and tamper proof box

- 50
Made of hard plastic (PVC)
Clear and lockable cover/door
date INtroductionflaunch Not before 2020
2 | General type Desktop A3
3 | Technology Digital Laser, Mono Component
4 | Resolution 600 x 600 dpi min.
Speed mono .
[40] CPM as Min
5 | simplex A4
Paper Standard
2X500 Sheet universal Cassette
6 | :Cassette
7 | range Zoom 25 - 400 in 1 % steps
8 | Continuous copy 1 -999
9 | Duplexing Built-In Duplex Unit
10 | Interface 1 Gbps Ethernet, USB 2.0 or|Higher
11 | Display 10" TouchScreen As min
12 | Memory 1024 MB+ 30 GB HDD Min.
13 | Cabinet Included & Same Brand
14 | Feeder Reversing Automatic Document
15 Scanner Kit color and monochrome — Digital send — S0PPM Speed
N & P VY
alla b jp
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‘ Warranty Pre service warranty contract includes consumables ‘
16 5 years or 75000 copy whichever comes first
Group 3 o ___
| BrandName Desktop Computer QNTY |
No.{_ Group (3) Spec. .
1|1 CPU Intel Core 15 Processor 12th generation up t0 4.6 GHz
2 | Form Factor Tower \ Mini Tower
3 | External Cache | 18 MB Smart Cache as Min
4 | Memory 16 GB DDR4—3209 or higher SDRAM DIMM Memory (1PC Installed) -at
least 2-DIMM available - Upgradable to 64 GB
5 | Main board Intel Q670 or Higher
6 | Video Card Built in
7 | Hard Drive 500GB M.2 NVMe Value Solid State Drive
21" Size as Min FHD LED Monitor as Min with HDMI or Display cable 75
8 | Monitor needed to connect PC to Monitor { HDMI) without convert
PC & Monitor should be the same brand
9 | Network Card g;i%reaéﬁgnm base-T /100base-TX /1000 LAN Interfacet Network
10 | Sound Card Integrated 3D Audio , with line in , line out , Mic ports .
11 | Inputs Optical Wheel Mouse , Keyboard Enhanced /A/E
12 | 0s Free DOS _ -
Installed Software as beneficiary Needs
13 | warranty 3 years ( Full Warranty:3.3.3 ) On Site
| Nf’ Group (4) o ~ Network MF Laser Printer_ ) ?"‘
| N° 4.1
Functions printing, scanning, copying, faxing
Automatic Document
- | Feeder standard 30 minimum sheets
- | Input Capacity, Std. Up to 250 sheets (min)
- | Connectivity Ethernet 10Base-T/100Base-TX/1000Base-T 5
The Printer
- | Memory 512 MB standard as Min
- | Print Speed 30 ppm min to 40 ppm Max
- | Print Quality 600 dpi
Orbee i A iy
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The Scanner
- | Type Flatbed
- | Resolution 600 dpi
The Fax
- | Transmission Speed 3 sec per page
- | Fax Memory 200 pages
- | The Copier
- | Copy Speed 20 PPM as Min
- Warrant On Site One year as min. including parts and labor.
T tem (4.2)  |/Standard Toner.Caririge
- | Printer price shou_ Id include consumables (4500) pages as Min 5
starting+extra

L LR R

otich Screen'

S B

Interactive

65" in min

Resolution K (UHD) as min4
Brightness 350 nits (Typ.} as min

Ratio Contrast

1200:1 (Typ.) as min

Technology Touch

IR Technology

Point Touch

4 points touch as min

Input

as min HDMI 2.0 x 2

VGA: 1 [ RGB

Audio: PC audio in (3.5 mm)*1
USB 2.0 x 2 as min

OPS Slot x 1

Internal Microphone included
Micx 1

as min 1 x RJ45 port

Wi-Fi Connectivity

Port for Touch USB

X1 as min

Cutput

min HDMI x ] as

bl Bl (g
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Audio: 3.5mm Earphone Out *1,

Speaker 8 W x 2 as min
G as mind
Internal Memory
(Built—in)

Protection Screen

Anti—gtare, Tempered glass , Anti-Scratchable

Software Educational

eallow users to share screens

.eIncludes math tools

. whiteboard eEmbedded browser without leaving the
«Multi touch

.sSupport all operating systems

eHave windows , Android m I0S version

eTraining 5 hours included

eMin 3 years license

Accessories [Package

»2 Pen included
» HDMI Cabie 3M

for Touch 3M USB Cable

mount with installation included Wall »

Warranty

Year on site 3

D e TN
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