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ITEM # 1

QTY: 11

servers for datacenter and disaster recovery COMPLIANCE DEVIATIONS

2 X Intel Xeon-Silver 4210 (2.2GHz/10-core/85W)

64GB (2x32GB) Dual Rank x4 DDR4-2933

3 X 960GB SFF (2.5in) SSD

2 x 1Gb Ethernet 4-Port 331i Adapter

2 X 500W Hot Plug Redundant Power Supply Kit

Ports: 5 USB 3.0, 1 VGA connector

Warranty: 3 Years

ITEM# 2

QTY: 4000

XDR end point Antivirus License for 3 years

COMPLIANCE | DEVIATIONS

The proposed solution should allow to manage and track the response history.

The proposed solutton should be recognized as a leader by MITRE ATTACK.

The proposed solution security technologies should be delivered in a single
converged agent.

The proposed solution should support all of the following deployment
options; Physical, Virtual, and VDI.

The proposed solution should support integration with Active Directory,
retrieve and deploy endpoint security agents to all endpoints.

The proposed solution should defeat all malware threat lifecycle stages. This
includes; Entry Point Protection, Pre-Execution Protection, Runtime
Protection, and Exit-Point Protection.

The proposed solution should provide protection against web malicious
threats. The feature must be capable to block connections at browser level as
well as at OS kernel level. The feature must support both web reputation and
dynamic analysis of the web content.

The proposed solution should support Virtual Patching to automatically detect
and shield unpatched or zero-day vulnerabilities on the Endpoints to prevent
exploiting these vulnerabilities until the actual patch gets downloaded and
installed.

The proposed solution should provide browser exploit detection and prevent
malicious scripts from being injected into the browsers.

The proposed solution should provide a Device Control feature to control the
removable media such as USBs, CDs, etc., to assist limiting malware
propagation in the environment,

The proposed solution should provide Packer Detection feature to detect
advanced malwares that get packed into the memory before they unpack and
get executed.
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The proposed solution should provide Predictive Machine Learning to detect
advanced and emerging malwares at pre-execution stage before they get
executed as a service in runtime.

The proposed solution should provide list of specialized advanced capabilities
to defeat Ransomware threats.

The proposed solution should be capable to detect and terminate File less
malwares.

The proposed solution should provide Application Control feature to block
unknown and unwanted applications. Application Control should be capable
to lockdown the endpoints and prevent any new application from being
running unless allowed by administrator.

The proposed solution should support malware Variant Protection to inspect
document and recognize known fragments of malware code.

The proposed solution should support File-based signature detection engine to
detect all known malware.

The proposed solution should provide File Reputation and Web Reputation
services to quickly identify known good and known bad contents.

The proposed solution should provide a Runtime Machine Learning to
monitor and detect unknown threats associated with executable contents.

The proposed solution should provide Indicator of Attack (10A) Behavioral
Analysis feature to dynamically analyze all processes in runtime and
terminate any process that behaves as malware.

The proposed solution should be capable to inspect and analyze memory
runtime, detect and terminate any malicious code injection, malicious scripts,
or malware fingerprint.

The proposed solution should be capable to monitor all Endpoint outbound
network connections and block Command and Control (CnC) attempts.

The praposed solution should support Host-Based Intrusion Prevention
System (HIPS) to detect and block network-based attacks such as lateral
movements and vulnerability exploits.

The proposed solution should support Data Loss Prevention (DLP} to control
the documents that should not leave the Endpoints over setected path vector.
The solution should have built-in templates to build the baseline DLP policies
and customize new templates.

The proposed solution should support Data Discovery to detect, monitor, or
encrypt sensitive data.

The proposed solution should be capable to automate the threat response and
reduce the manual tasks on System Administrator. Automation such as;
Isolate an Endpoint from the network, Quarantine malwares, Terminating a
Process, Block Application Execution, Damage Rollback.

The proposed solution should support a native integration with Sandbox
technology to submit suspicious Files or URLs, detect Zero-Day, Advanced
and Targeted Malwares. The sandboxing process should be fully automated.

The proposed solution's vendor should have a proven sandbox technology that
is recognized as a leader and recommended by NSS Labs for the past 5 years.

The proposed solution should support agent-based stateful Firewall to allow
controlling host-based network traffic, protocols, and port numbers.
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The proposed solution should support Agent Update feature to allow
endpoints to download malware definition updates from a specific node in the
environment and help to reduce the network bandwidth utilization.

The proposed solution should support detailed Reporting with custom and
scheduling options.

The proposed solution should support detailed Dashboarding features with a
wide range of widgets to represent the security posture and status of the
Endpoints security posture.

The proposed solution should support Alerting and Email notification.

The proposed solution should support SIEM integration.

The proposed solution should support a Connected Threat Defense to share
and receive in real-time the zero-day threats information and Indicator of
Compromise (I0Cs) with other security layers.

The proposed solution should allow to define custom threat intelligence and
sweep all endpoints against specific attacks. Defining these intelligence
should be through; User-Defined Suspicious Objects (UDSO), STIX, and
Open 10C.

The proposed solution should support Cross-Layer Detection and Response
(XDR), collect and correlate threats with other Endpoints and other security
layers include; Network, Email, Server and build a threat story to allow the
security analyst team to have a clearer understanding and vision about the
attack details. The solution must allow to have a native response options to
the attack to eliminate the threats.

The proposed solution's vendor should be the market leader in vulnerability
disclosure. The vendor should prove its capability to continuously disclose
new vulnerabilities, build security filters rules (Virtual Patching) to shield
Endpoints’ vulnerability from the relevant exploits.

The proposed solution's vendor should have one of the biggest Cloud Threat
Intelligence in the world and Market-Leading threat research centers.

The proposed solution should be recognized as a leader by Gartner over many
occasions.

The proposed solution should be recognized as a leader by Forrester Wave.
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ITEM# 4

QTY: 2

SAN storage

COMPLIANCE

DEVIATIONS |

Connectivity :

16x SFP+, SWL(MMF), 16GB/s

Included LC-LC cables Sm and any needed cables

Warranty: 5 years (parts and Labor) onsite warranty

Storage Technology :

All Flash Storage Solution

Fully Redundant Component with No single point of failure.

Controllers:

Dual Controllers

Min 64GB Cache Per Storage array

Support SAS 3.0 12Gbps Disks and backplane

~ Support 12Gbps SAS3.0 Back End connectivity to physical HDD/Enclosures

Cache can be extended by adding SSD Drives

Connectivity:

8x 16Gb FC Ports or 4x 32Gb FC Ports

usable storage 40TB with RAID 10

RAID :

Support RAID groups. (RAID mandatory)

Prefer to support Fast RAID rebuild technology.

Technology Features & Licenses:

Thin Provisioning License for unlimited capacity

Storage shall be licenses for Full capacity.

Storage shall be Licenses for Full Maximum number of Hosts

Storage shall be Licenses for Fuill Maximum number of Volume, LUNs

license for Snapshots for unlimited Capacity

Deduplication and compression

Replication licenses

Enhanced management Software to provide Full monitoring solution for End to
End SAN Topology including SAN, SAN Switches and

Service & Warranty:

O 5 years vendor support includes labor and part.

I Vendor online Technical Resources

[ Software updates

2 Advanced hardware replacement I business day as Max

Cabinet:

Rack capacity: 42U

Width: 600mm

Deep Enclosure with Sides, Black Color, Perforated doors

Integrated electrical grounding
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Split rear doors ,Side Panel Kit

Rack Front Door Cover Kit

2x Known Brand Rack PDU 2G, Metered, Zerol, 32A, 230V, Outputs (36) C13
& (6) C19, Inputs IEC 60309 32 A2P+ E

2x Rack Zero Cable Management

Warranty (parts-labor-onsite): 5 Years

ITEM# 5

QTY: 5

VMWARE servers

COMPLIANCE DEVIATIONS

Processor: 2 x Intel Xeon-Gold 6342 2.8GHz 24-core 230W Processor

Memory: 768GB Dual Rank x4 DDR4-3200

Memory Slots: 32 DIMM Slots

Hard Disks: 2 x 480GB SATA 6G Read Intensive SFF BC SSD (RAID | Boot
Drive)

Storage RAID Controller: 4GB Cache NVMe/SAS 12G Controllers; Support
RAID; 0,1,10,5,6.

Network Interface:

[+ Ethernet 1Gb 4-port BASE-T

» Ethernet 10Gb 4-port SFP+ Adapter

* 4 x 10GB SFP+ Included.

HBA: 2x 16Gb Dual Port Fibre Channel

Management:

| * 1Gb Dedicated iLO Remote Management Network Port

Power Supply: 2 x 800W Hot Plug Redundant Power Supply Kit

Cooling Fans: Redundant Cooling Fans installed

Warranty: S5Years

ITEM#6

QTY: 5

VMWARE license

COMPLIANCE | DEVIATIONS

Processor: 2 x Intel Xeon-Gold 6342 2.8GHz 24-core 230W ProcessorVMware
vSphere Enterprise Plus 1 Processor Syr E-LTU
VMware vCenter Server Standard for vSphere (per Instance) 5yr E-LTU
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