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Groupl: Brand Name Desktop Computers
Total
BrandName Desktop Computer QNTY | U.Price$ $
No. Item (1) Spec.
1| CPU Intel Core I5 Processor 12th generation up to 4.6 GHz
2 | Form Factor Tower \ Mini Tower
3 | External Cache 18 MB Smart Cache as Min
- igher SDRAM DIMM Memory (1PC
4 | Memory IlnGStC:lIIIselg)D—IZt4 I:azsqtoz?lglhl\l/lgM available 2
5 | Main board Intel Q670 or Higher
6 | Video Card Built in
7 | Hard Drive 500GB M.2 NVMe Value Solid State Drive
217 Size as Min FHD LED Monitor as Min with all cables 30
8 | Monitor needed for PC Graphic port interface(Display port &HDMI)
PC & Monitor should be the same brand
9 | Network Card :\r;;?\%a&eg ;r?nt;i?ii rT /100base-TX /1000 LAN Interfacet
10 | Sound Card Integrated 3D Audio , with line in , line out , Mic ports .
11 | Inputs Optical Wheel Mouse , Keyboard Enhanced /A/E
Free DOS
12 10S Installed Software as beneficiary Needs f@
13 | warranty 3 years ( Full Warranty:3.3.3 ) On Site
No. Item (1.2) External DVD+RW
1 | External DVD+RW USB 2.0 powered as Min i:
3.
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2 8X DVD
3 24X CD
4 Same Brand of the PC
No. Item 1.3 Network MF Laser Printer Qnty U.price $ | Total $
Functions printing, scanning, copying, faxing
Automatic Document
Feeder standard 30 minimum sheets
Input Capacity, Std. Up to 250 sheets (min)
Connectivity Ethernet 10Base-T/100Base-TX/1000Base-T
The Printer 512 MB standard as Min
Print Speed 30 ppm min to 40 ppm Max
Print Quality 600 dpi
The Scanner 1
Type Flatbed
Resolution 600 dpi
The Fax
Transmission Speed 3 sec per page
Fax Memory 200 pages
The Copier
Copy Speed 20 PPM as Min
9 | Warranty One year as min. including parts and labor.
No. Item (1.4) Standard Toner Cartrige _
10 | Printer price shou_ld include consumables (4500) pages L 1%
starting+extra T8 33
AN 13
Y
U
° 33\

|m2a



41 elanll = 3lai ) ) anddl

Group 2 : Technical Networking Specification:
Structured Cable Network

Network cable and copper patch cord must have a valid Palestinian PSI
certificate. RJ45 Termination must be using standard A. Cable management,
labeling and certification for perm. Channel with fluke analyzer is a must. ISO

9001 Certificate is required for the vendors

QTY | U.Price | Total price

Structured Cable: Brand name Cat 7 SFTP (Tinned copper braid Shielded) for Computers, IP Cameras
& Projectors

2.1 ['Work Area: Brand name Cat 6A minimum RJ45 female connector toolless, 360° shielded with shutter is
a must.

Patch Panel: 19" Rack, 1U, 24 port CAT 6A fully populated, a toolless RJ45 female connector must be
same as RJ45 female connector used in work area.

1U 19" Rack Horizontal cable manager (Air patch panel) Brush type or fingure type 110
Cat 6A Patch Cord 0.5m, flex type (stranded copper), SFTP construction.
Cat 6A Patch Cord 2m as min, flex type (stranded copper), SFTP construction.
All above items must have a valid Palestinian PSI Certificate and same Brand
RJ45 Female must not show any Possibiblity of short
Circuit when installed or Reused .
Distribution Rack Cabinet
10 U Size wall mount rack cabinet same as network components brand
Adjaustable 2 Pair 19" mounting rails 1.5mm thickness, 1.1 mm sheet thickness.
Front smoked glass door with keylock
29 Removable side panels with latch lock
Adjustable square rails 4

Top and buttom cable entries
1U, 19", Rack Mount Power Strip PDU with surge, 6 IL standard Outlet and blug.

Single fan roof-mounted kit with thermostate
Depth 550 mm as Min

i
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BrandName Switch

Fully Managed

24 x 10/100/1000 Mbps Ports, 4xSFP/SFP+ Modular (not populated with SFPs)

Latency < 4us

Switching Capacity : 128Gbps

VLANSs Supported : 4000 As Min

Rack Mount

Support: Jumbo Frames, Auto-negotiation for Port Speed and Duplex,Multiple Spanning Tree Protocol
(MSTP)

Support :Telnet/ SSH, HTTP / HTTPS , SNMP vl1/v2c/v3, Standard CLI and Web GUI,Cloud
management

Unicast/Multicast traffic balance over trunking port

Should be the same brand of Access Point.

End of Sale must be 5 years as minimum ( the bidder must disclose the EOS for the device)

Warranty : Life time warranty with support after sale min 5 Years

2.4

Well Known Brandname Access Points With Heat Map for Each Site

One 10/100/1000 Mbps Ethernet Port(RJ45) autosensing

PoE Power Requirements 802.3af

Data Rates Supported:aggregate throughput 1.7 Gbps As Min for two radios :570Mbps for 2.4GHz as
Min ,1.2Gbps for 5GHZas Min

Bands: (2.4 GHz+ 5 GHz) AX (simultaneous dual band)

Antenna: Internal integrated support MU- MIMO technologywith 20 dBm Power per Anntena as Min

Remote Management Protocol: HTTP, HTTPS

Data Encryption WPA / WPA2 /| WPA3 With AES support

Status Indicators: Power, LAN, wireless

Concurrent Connection : 256 Per Radio as Min

Wall and Ceiling Mount Kit

Fully Centralized Cloud Management Supports

Support Multi SSID :16 SSID as Min

i

Warranty :3 years includes after sale support

16

3 s

Data Link Protocol: IEEE 802.11AX 1 84
Network / Transport Protocol: DHCP, Bonjour Client Support J: 1" H
: 3

i

o §

=
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Authentication Method:Support RADIUS,EAP

Features: DHCP support, load balancing, VLAN support, Syslog support, E-mail alert, firmware
upgradable, wall mountable, Quality of Service (QoS), RADIUS support

Warranty : Life time warranty with support after sale min 5 Years

Perpetual Fully Centralized management license (Cloud or on

Primse)

2.5

The number of client devices connected in real-time

COMPLETE APP VISIBILITY AND CONTROL

Multi-site management (devices must not be limitted for
any site )

Bandwidth limits

Wired and wireless access control list

Quality of service for audio and video

Map Display

Reporting

Multitenancy:a global Ministry account, that shows
all the Branches under it, and then, for each branch
we will see all schools related to this branch.
Moreover, each Branch must have an account to
controll all schools assosiated with.

Firmware update

2.6

Network Camera

8 MP Vandal WDR Fixed Dome Network Camera

High quality imaging with 8 MP resolution

Clear imaging against strong backlight due to 120 dB true WDR technology

Efficient H.265+ compression technology

Focus on human and vehicle targets classification based on deep learning

35

Water and dust resistant (IP67) and vandal-resistant (IK10)

e

Image Sensorl/2.8" Progressive Scan CMOS

Min. lllumination Color: 0.005 Lux @ (F1.6, AGC ON),B/W: O Lux with IR

ETe

Shutter Time1/3 s to 1/100,000 s

pa | 349
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Lens Type Fixed focal lens, 2.8 and 4 mm optional

Supplement Light Range Up to 30 m

Number of stream : three streams

User/Host . Up to 32 users

Security : Password protection, complicated password,
HTTPS encryption, IP address filter, Security Audit Log

Network Storage : NAS (NFS, SMB/CIFS),Auto Network Replenishment (ANR)

On-Board Storage

Built-in memory card slot, support microSD/microSDHC/microSDXC card, up to 256 GB

Warranty : 1 Year

2.7

NVR

64-ch 2U 4K NVR

Up to 64 channel IP cameras can be connected

Up to 12 MP high-definition live view, storage and playback

Up to 320 Mbps

2 HDMI (different source) and 2 VGA (different source) interfaces

8 HDD can be used for continuous video recording

Supports some specialist cameras, including people counting camera/ANPR (automatic number plate
recognition) camera/fisheye camera

Advanced streaming technology enables smooth live view in poor network conditions

Supports RAID 0, 1, 5, 6, 10 and N+1 hot spare for even
more reliable data storage, effectively avoids data loss
risks

Network Interface2, RJ-45 10/100/1000 Mbps self-adaptive Ethernet interface

8X(4TB WD Purple 7200K HDD)

Warranty : 1 Year

2.8

BrandName POE Switch

Fully Managed

L

IEEE 802.3at,IEEE 802.3af

291
>

24 x PoE+ 10/100/1000 Mbps Ports, 4xSFP/SFP+ Modular (not populated with SFPs)

laal fos

Supports PoE + power up to 15.4W for each PoE+ port
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Latency < 4us

Switching Capacity : 128Gbps

VLANSs Supported : 4000 As Min

Total PoE+ Power Budget 370 W as Min

Rack Mount

Support: Jumbo Frames, Auto-negotiation for Port Speed and Duplex,Multiple Spanning Tree Protocol
(MSTP)

Support :Telnet/ SSH, HTTP / HTTPS , SNMP v1/v2c/v3, Standard CLI and Web GUI,Cloud
management

Unicast/Multicast traffic balance over trunking port

Should be the same brand of Access Point. |

End of Sale must be 5 years as minimum ( the bidder must disclose the EOS for the device)

Warranty : Life time warranty with support after sale min 5 Years
Group 3 :Interactive Screen

ltem Model:
item 3.1 Spec QNTY | U.Prices s

Size 65” in min

Resolution 4K (UHD) as min

Brightness 350 nits (Typ.) as min

Ratio Contrast 1200:1 (Typ.) as min

Technology Touch IR Technology

mode Witing Finger+Pen 1 @:
1 A

Point Touch 4 points touch as min 42 f éj
s
3 o8

£
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Input

HDMI 2.0 x 1

Audio: PC audio in (3.5 mm)*1

USB 2.0 x 2 as min

OPS Slot x 1

Internal Microphone included

Micx 1

RJ45 port x 1 as min

Wi-Fi Connectivity

Port for Touch USB

X1 as min

Output Audio: 3.5mm Earphone Out *1,
Speaker 8 W x 2 as min
4G as min
Internal Memory
(Built=in)
Storage 32 G as min

22

Protection Screen

Anti—-Scratchable , Anti-glare, Tempered glass

Accessories [Package

e 2 Pen included

aa | s

e Y )
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e HDMI Cable 3M

e USB Cable for Touch 3M

e Wall mount with installation included

Warranty 3 Year on site
Total
It . OPS S .
T 32 pee ONTY | U.Prices $
Processor Intel® Core™ i5-7" as min
Memory 8 GB DDR4 RAM min
Storage 256 GB SSD min

1x HDMI, 2x USB 3.0, 2x USB 2.0, 1x RJ—45, audio
Connections 22
line in, audio line out, 1x DC-IN 12V/19V)

connectivity Intel WLAN IEEE 802.11 a/b/g/n/ac + Bluetooth
System Operating Windows 10 Pro Locally installed
Warranty One Year on site

L

A 34
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Group 4 : Color Photocopier

Brand Name : Model :
Item Spec Quantity Tos'stal
date Introduction/launch Not before 2020
type General Desktop A3
Technology Digital Laser,color
Resolution 1200 x 1200 dpi min.
Speed 45 Mono - 45 color
Paper Cassette Standard 2X500 Sheet Uuniversal Cassette
panel control 8 inch touch control panel 1

USB high speed 2.0 as min and Ethernet

interface
10/100/1000
Cabinet Included & Same Brand
Feeder Feeder
copy speed A4 Mono/color 45/45 cpm %ﬁ
Scan resolution 600 dpi

LTI

Color selection
Warranty

2023

R - YN
07
Balmh o 50 ol atant B _rawWt
A3 18 SHallaall B

Auto color - Full color - grayscale - Black & White
one year on site
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Group 5 :Photocopier
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Brand Name :

Model :

date Introduction/launch

Not before 2020

type General

Desktop A3

Technology

Digital Laser, Mono Component

Resolution

600 x 600 dpi min.

Speed mono simplex A4

[45-40] CPM

Paper Cassette Standard

2X500 Sheet Uuniversal Cassette

Zoom range

25 - 400 in 1 % steps

copy Continuous

I -999

Cabinet Included & Same Brand

Feeder Reversing Automatic Document

Scanner Kit color and monochrome - Digital send - 50PPM Speed
Warranty 5 years or 75000 copy which come first Pre service

warranty contract includes consumables

L
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Terms & Conditions

PodE

10.
11.

12.

13.

14.

15.

16.

17.

18.

Referral on a group basis

Supplying duration 60 working days.

Delivering will be to the Blind girls school - AlBeraih

The vendor should coordinate with head division of IT in each directorate before
any Delivery and installation of Networks equipment.

Power cable to be installed through separate trunk and connected to the existing
school AC power system (from the nearby power source) to PDU inside the
network cabinet.

Access Points (APs) shall be installed and distributed throughout the school
hallway to provide optimized coverage of the maximum number of classroom
spaces possible.

Plastic that does not inhibit the wireless signal strength to enclose the AP. The
box must have a lockable clear door.

AP must be fixed with screws inside the box either on the wall or ceiling for best
signal coverage.

There shall be no breaks, splices, or connections in the cable.

Network vendors must have 1SO 9001 certificate.

Network cable Cat 7 S/FTP and Copper patch cord Cat6A S/FTP must have a
valid PSI certificate in additional to third part certificate.

Each Cat 7 SFTP cable enclosed in cable trunks (fixed by screws) must start from
the RJ-45 female of patch panel inside the network cabinet and ended with RJ-45
female in the wall socket inside the plastic box of the AP, and in case of the cable
passes through a wall, or in case of floor-to-floor cabling, it should be enclosed in
hard cable raceways.

Cat 7 SFTP Cable must be connected from one end with Cat6a Patch cord from
the patch panel inside the cabinet to the switch and in the other side by the same
patch cord cable from the wall socket to the AP.

Cabling must be installed in star topology, such that each AP has a direct
connection to the network switch.

All exposed network cables must be enclosed in cable raceways or trunks (2.5*2.5
cm, 3*4 cm, or 4*6 cm depends on the number of cables enclosed in each part)
Cat 7 SFTP Cable must run from the patch panel RJ45 to a wall socket RJ female
to connect Network Router and Ethernet Switch.

Cat 7 SFTP cable for uplink must start from the RJ-45 female of patch panel
inside the network cabinet and ended with RJ-45 female of patch panel inside the
opposite side of network cabinet.

Existing trunks of power that are being used in the school should not be used for
networks cabling at all.

Ba g
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19. In case of using other existing data trunks in the school, the vendor should ask for
approval from Directorate Engineer and if there is an approval , the company
should provide the billable trunks to the directorate instead of using the existing
trunks and its installation.

20. Label Access Point name as SSID.

21. The company should provide the ministry with a predictive survey that includes:

>
>

The floor plans mapped with the recommended AP placement.

in case there is a school layout (in pdf/dwg format), the vendor should use
Heat map that demonstrates the wireless coverage based on the suggested AP
placement.

In case there is no school layout thus there will be no heat map, the Vendor
shall prepare a sketch showing the locations of hardware in each school; the
proposed sketch and allocation should be approved by the assigned engineers
before commencing the actual work.

A model of the radio Frequency environment created using simulation tools to
estimate expected coverage, # of APs & locations.

The signal strength must not be less than 67db anywhere inside the classroom.
The cross signals between AP coverage must be the recommended for
roaming.

The design according to predictive survey should show AP placement on wall
or on celling for best signal and coverage.

The Predictive Survey must be signed by the directorate engineer.

If the school is covered by less than 7 AP the rest will installed in another
school.

Updating the router and AP firmware to last version.

Holes and demolishes that occur due to drilling must be fixed on the shape as
it was.

Vendor shall configure the APs and router, activate the network, and provide
the access keys to the directorate engineer.

22. Cabling:

a.
b.

A certification that shows the last date calibration for the tester.

The switch must be one of 10th ranked in Gartner test and should be attached
to tender paper.

The cable must be numbered, labelled (show the floor, Classroom and socket
Number), well organized and not tangled or damaged with a sticker inside the
cabinet to facilitate future troubleshooting.

The fluke test must show the following standards:

o Wire Map

o Length

Ba g
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Delay Skew
Propagation Delay
DC Loop Resistance
Insertion Loss (Attenuation)
NEXT, NEXT @ Remote
Return Loss (RL), RL @ Remote
Attenuation-to-crosstalk Ratio (ACR-N), ACR-N @ Remote
o ACR-F (ELFEXT), ACR-F @ Remote
23. The company must remove any excavation residues that come from network
installation.
24. One-year Warranty for the Lan (on site).
25. The testing must be done with the presence of directorate engineer.
26. All the Networking systems must be considered as one lot and operate with all
functions.
27. Regarding Site Management System, the scope of work will be as following:
a. Cabling and trunking installation.
Install Access Point and Switch.
Configure AP and Switch.
Create Admin Account for Each Directorate.
Create Different VLAN for teachers, Student and Guest.
Configure Security policy per VLAN.
Configure Sending Alerts and notifications throw emails.
28. Full Tralnlng on the system functionality and configuration.

O O O O O O O

Q D o0 T
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Group5 Group4 Group3 Group2 Group 1
Complete IRt
Color Interactive Network | Access Switch | Switch Ink External | Name “
. ¢ i A yaal) anul
Photocopier Photocopier OPS Screen NVR camera Points g:itr‘::ork POE 24x ot Cartridge MFP DVD Desktop = e
Computer
1 1 22 22 1 35 16 110 3 1 4 1 1 2 30 S8 9aSa)l duyde
1 1 22 22 1 35 16 110 3 1 4 1 1 2 30
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