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Storage Area Network (SAN) | 1
Dual Controller (64 GB / System), 8-Ports 10/16 Gb | 1
Connectivity 4 x 16Gb FC/10Gb Opt | 2
16G Fibre Channel SFP+ Module 1 pack | 8
1 TB NVMe Cash | 2
69TB (18x 3.84TB, 2.5", SSD) | 1
, 0.5m Passive DAC SFP+ Cable | 2
: 3m LC-LC OM3 MMF Cable | 8
Deduplication and Compression, CIFS,NFS,iSCSI, FCP /Protocol, SnapMirror, SnapRestore and | 1
FlexClone
Disk To Backup | 1
Capacity: 54 TB Usable after RAID 6 and Spare Disk, Expandable to 500 T8 | 1
Deduplication and Compression Ratio 1:20 at least
Fast Backup and Restore | 1
Replicate between main and DR-Site | 1
Memory Cash:32GB | 1
10 Gbe, 2 Ports | 1
1 Two Tiers Architecture :offline tier with Non-network-facing tier for Ransomware protection | 1
Must Support Major Backup software Veeam, Commvault, Veritas , Acronis, Dell EMC networker | 1
Dual Power Supply | 1
Brand Name 48U Rack QTyYy
» 48U Rack with Side Panels and Baying same brand as the servers 1
¢ 4 redundant single phase PDU same brand as the servers
+ The vendor will re-organize and move the existing equipment to the new rack, re-cable, and
label them according to the industry best practices.
VMWare vSphere Essential Kit Processor
Vmware
VMware vSphere 7 Essentials Plus Kit for 3 hosts (Max 2 processors per host) 3Yr S&S | 1
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Windows Server Standard Edition, 2019 Government Edition

Windows Server Standard Edition

QTyY

Windows Server Standard 2019 OLP 16Lic NL Gov Corelic

Backup Software |1

Veeam Backup Essentials Universal Perpetual License. Includes Enterprise Plus Edition features. 1

year of Production (24/7) Support is included. Public Sector. 6
2 additional years of Production (24/7) maintenance prepaid for Veeam Backup Essentials Universal
Perpetual License. 6
HQ Firewall
Brand Name Firewall/UTM QTY
 Firewall Throughput: at least 70 Gbps 2

at least on-board: 4x 10 GbE SFP+, 8 x GE RJ45 Ethernet, 2x 1 GE SFP, 2x 40 G QSFP+
ports.

Support live log and logs for all services (at least 240 GB SSD hard drive storage)

These ports acting as LAN, WAN, DMZ & Management.

Support Anti-Spam, Anti-Virus, Web-Filtering, IPS and Application Control

Unlimited number of users

IPS Throughput (HTTP): at least 11 Gbps

NGFW Throughput (IPS + App control): at least 9Gbps

SSL Inspection Throughput: at least 10 Gbps

New Sessions/Second: at least 400,000

SSL Inspection Concurrent Session: 700,000

Authentication: Active Directory integration, RADIUS, LDAP, 256-bit 3AES/DES, x.509
certificates.

Wireless Controller: Support to control up to free 256 AP from same brand without license.
High Availability Required: Active-Active & Active — Passive,

Dual Power Supply.

Services / Subscription: 5 years UTM Services Bundle (Anti-Spam, Anti-Virus, Web-
Filtering, IPS, Application Control and zero day protection)

Support & Warranty Level: 3 years 24x7 Vendor Support/Warranty Service, Hardware Unit,
24x7 Comprehensive Support, Advanced Hardware Replacement (Next Business Day),
Firmware and General Upgrades, VPN, Traffic Management
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HQ Core Switches

Brand Name Core Switches

QTyY

Core Switch:

Fully Managed:

At least 24 x 10 GbE SFP+

At least 2 x 40/100GbE QSFP28
Switching Capacity: 800 Gbps
Packets Per Second: 1200 Mpps
Network Latency: <800 ns
VLANSs Supported: Minimum 4K
MAC Address: 64K

Link Aggregation Group Size: 24
DRAM: 8GB,

Redundant Power Supply Included

Support IPv4 and IPv6 Management, Telnet / SSH, HTTP / HTTPS, Standard CLI and web GUI
interface, SNMP v1/v2c/v3

Static Routing

Jumbo Frames

Spanning Tree Instance (MSTP / LLDP)

Link aggregation: 16 links per group, at least 48 groups
Layer 2 /3 Support and included OSPF, BGP.

HQ Multiple Factor Authentication (MFA)

Brand Name Multiple Factor Authentication (MFA)

QTY

Perpetual Identity Management and SSO appliance or virtual machine include 1000 Tocken
supports 1000 user (Local + Remote) as minimum. Expandable users up to 100,000

SSO Mobility Agent:2,000
User group:100

CA Certificates:50

User Certificates:5,000

. .—--"'-.‘:':‘-'-——- :G,w__- :’3___
. Jl;-h-h'-ll_,iﬁ.:uli)qj,,
A 12:06200 |
Ll gt pud askatt G0t
A3, 00 Sotlaati 30




57 Giabliall J gan ;adlidl auall

Web Application Firewall

Brand Name Load Balancer

QTY

* @ *® & & & &2 & & & & &+ 2 »

High Availability: Active - Active, Active - Passive

Storage supported minimum 2TB

L7 WAF Throughput: 1.3Gbp
HTTP Throughput 1.3 Gbps
HTTPS Throughput 750 Mbps
Max HTTP transaction per second 40,000
Max HTTPS transaction per second 20,000
Max new HTTP connections/sec 35,000
Max HTTP concurrent connection 900,000
Max HTTPS concurrent connection 700,000

Min Number of interface 4 x GE RJ45 ports, 2 x SFP GE ports, 2 x SFP+ 10GbE ports
Bypass interfaces supported

3 Years Warranty and License inciude (24x7 support plus AntiVirus, Web Security Service, and IP
Reputation)

Load balance feature for the web servers included
WAF Features:

Machine learning and zero day protection

Web Application Security

OWASP top 10 protection

Automatic profiling (white list)

Web server and application signatures (black list)
|P Reputation

IP Geolocation

HTTP RFC compliance

Native support for HTTPR/2

Protection against common attacks

SQL injection

Cross-site scripting

Cookie or forms protection

Vulnerability Scanner

Supported Web Protocols HTTP/S 0.9/1.0/1.1/ 2.0, WebSocket, FTP/S, XML
Security Features

XML and JSON protocol conformance

Malware protection

Protocol checks

Brute force protection

Web Defacement Protection

HTTPS/SSL Offloading

Management and administration

Central management for multiple devices
Active/Active HA Clustering

REST API

Reporting and Logs
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Advanced traffic, attack and system logs
Web Firewall log

Access log

Audit log

Network firewall log

On-demand and scheduled reports
Authentication

LDAP/RADIUS

Client Certificates

Single sign-On

Tape Library

Tapé Library 1

3U Tape Library-Base Unit

Number of cartridges :40

LTO 9 HH Fiber Channel Drive

10m LC/LC Fiber Cable

Ultrium 9 Data Cartridges (5-pack)

Ultrium Cleaning Cartridge L1 UCC

Rack Mount Kit

(R DU N B NI UL N N ) N PR

Rack Servers

Servers

1U Server -3yr Warranty

1U 2.5" Chassis with 8 or 10 Bays

Up to two 2nd Generation Intel® Xeon® Scalable processors, up to 24 cores per processor

32GB TruDDR4 3200 MHz (2Rx4 1.2V) RDIMM

RAID 12Gb/s PCle SATA/SAS HW RAID Controller (4GB cache)

SATA 2-Bay RAID Enablement Kit equivalent

M.2 5300 480GB SATA 6Gbps Non-Hot Swap SSD

VMware ESXi 7.0 U3 (Factory Installed)

10/25GbE SFP28 2-port OCP Ethernet Adapter

16Gb Gen6 FC Dual-port HBA

750W(230V/115V) Platinum Hot-Swap Power Supply v2

Advance Remote Management Tool
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